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UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO CAM PHA Poc lap - Tu do - Hanh phic
Sb: 1981 /UBND-VHTT Cam Pha, ngay 14 thang 05 nam 2020

Véviée canh béo nguy co mét an ninh, an toan thong
tin khi str dung img dung truc tuyén

Kinh gtri:
- Cac phong, ban don vi thuc UBND Thanh phd;
- Van phong HDND va UBND Thanh pho;
- UBND céc phuong, xa.

Thuce hién Vian ban sé 2706/UBND-XD6 ngay 27/4/2020 cua Uy ban
nhan dan tinh Quang Ninh va Cong van s6 799/STTTT-CNTT ngay 08/5/2020
ctia s& Thong tin va Truyén thong vé viéc nguy co mat an ninh, an toan thong tin
khi str dung g dung tryc tuyén, cu thé nhu sau:

Hién nay, sau khi tinh hinh dich Covid-19 dién bién phirc tap, cic co
quan, doanh nghiép, td chirc, c4 nhan da thuc hién chuyén ddi nhiéu hoat dong
sang moi truong mang, st dung cac ung dung online nhu: Zoom Cloud Meeting,
Microsoft Teams, Google Hangout, Facebook Workplace, TrueConf Online,
GoToMeeting, Join.Me, ClickMeeting, eMeeting.vn,... voi ddy du cac tinh ning
chia s¢ n01 dung man hinh trén may tinh, cudc goi am thanh/hinh anh truc tuyén,
chia sé tai liéu, thuyét trinh, 1én lich hop, hoc tép,...dé hoi hop, hoc tap truc
tuyén. Theo théng ké trudc va sau khi phat hién dich bénh Covid-19, chi tinh
riéng tng dung Zoom Cloud Meeting, sé nguoi dung di tang tir 10 triéu 1én 200
tri¢u nguoi, voi trén 74.000 khach hang va 13 triéu nguoi dung hoat dong hang
thang, 90.000 truong hoc trén hon 20 qudc gia dang st dung tng dung phuc vu
hoc tap truc tuyén.

Bén canh viéc gia ting vé sb luong ngudi dung tron thoi gian gan day,
nhiéu chuyén gia, hing bao mat uy tin di lién tiép dua ra cic canh bao, bang
chtng vé viéc mit an ninh, an toan thong tin khi str dung tmg dung Zoom Cloud
Meeting nhu: (1) Ung dung tu dong thu thip va bi mat chia sé dit liéu nguoi
ding cho Facebook ma khong co sy cho phép cta ngudi dung, ké ca nhimg
nguoi dung khong str dung Faceboook; (2) Cac tin tic diang ky nhiéu tén mién
gia mao “Zoom” nham phat tan cac tép tin doc hai gia mao ung dung lira ngudi
dung tai va cai dat trén thiét bi caa minh; (3) Tén tai mot s6 16 hong bao mat cho
phép tin tic co thé danh cip thong tin dang nhap (thong tin ca nhan cta 500.000
tai khoan da bi 16 lot), chén céc lién két doc hai, chiém quyén diéu khién, thay
ddi, chén cac nodi dung khong phu hop, tan cong kiém soat micro, camera, danh
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cip cac video truc tuyén... (02 16 hong bao mat cta Gng dung Zoom Cloud
Meeting phién ban danh cho hé diéu hanh Windows va hé diéu hang MacOS
dang dugc tin tac thudong xuyén ciap nhat va rao ban).

Ngay 21/4/2020, sau khi nha dugc canh bao cua Cuc An toan Thong tin —
Bo Théng tin va Truyén Thong, UBND thanh phd di ban hanh vin ban sd
1589/UBND-VHTT vé viéc canh bao nguy co mat an toan thong tin tir phan
mém hop tryc tuyén Zoom, tuy nhién van con nhiéu t6 chtic, ca nhan va can bo,
cong chirc, vién chire, nguoi lao dong thudc cac co quan nha nudc trén dia ban
thanh phd cai dat va sir dung phan mém nay.

Nham dam bao an ninh mang, an toan thong tin khi str dung cac tmg dung
tryc tuyén, Uy ban nhan dan Thanh phd yéu cau cac phong, ban, don vi, UBND
cac phuong, xa quan tri¢t toi toan thé can bo, cong chtrc, vién chirc luu ¥ cac noi
dung sau:

1. Khong st dung phan mém Zoom dé phuc vu cac budi hop truc tuyén,
lam viéc tu xa va day hoc truc tuyén. GO phﬁn mém Zoom trén céc thiét bi cd sir
dung dé truy cap vao cac hé thong Chinh quyén dién tir, Thu dién tir cong vu va
cac phan mém phuc vu cong viéc khac.

2. Khi can thiét, tai va cai dat cac ung dung tur cac ngu@)n chinh théng;
thuong xuyén cap nhat ban va 16 hong cua cc (mg dung va hé diéu hanh.

3. Khi st dung cac ung dung truc tuyén can sir dung cac kénh, phong
riéng, c6 mat khau bao vé, xac thuc nguoi tham gia; khong chia sé cac thong tin
vé phong hop (ID, mat khau, thoi gian,...) trén khong gian mang; khong tai, mo
cac tép tin, dudng dan la khong rd ngudn goc.

4. Khong st dung cac Gmg dung truc tuyén dé trao ddi, giri nhan cac dir
liéu bi mat nha nudc, dir liéu ndi by, cac van ban chinh thirc cua co quan, don vi.

Uy ban nhan thanh phd yéu cdu cic phong, ban, don vi, UBND cac
phuong, xa nghi€m tuc thuc hién./.

Noi nhin: TM. UY BAN NHAN DAN
- B/c Chu tich, cac PCT UBNDTP (b/c); KT. CHfJ TICH

- Nhu trén (thuc hién); . L

- Luu: VT-VHTT _—FHOCHUTICH

Negudi ky: Ddu Phar

n Phong
Thoi gian ky: 13.05.2020 09:13:11 +07:00
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